
DATABASE MIRRORING

 Database mirroring is primarily a software solution for increasing database availability. 
 Mirroring is implemented on a per-database basis and works only with databases that use the full

recovery model. 
 Database  mirroring  maintains  two  copies  of  a  single  database  that  MUST  RESIDE  ON

DIFFERENT INSTANCES of SQL Server Database Engine.
 One server instance serves the database to clients (the principal server). 
 The other instance acts as a hot or warm standby server (the mirror server), depending on the

configuration and state of the mirroring session. 

Benefits:

 Increases data protection. 
 Increases availability of a database.

 When a database mirroring session is synchronized, database mirroring provides a hot standby

server that supports rapid failover without a loss of data from committed transactions. 
 When the session is not synchronized, the mirror server is typically available as a warm standby

server (with possible data loss).  
 The principal and mirror servers communicate and cooperate as partners in a database mirroring

session. 
 The two partners perform complementary roles in the session: the principal role and the mirror

role. 
 At any given time, one partner performs the principal role, and the other partner performs the

mirror role. 
 Each partner is described as owning its current role. 
 The partner that owns the principal role is known as the principal server, and its copy of the

database is the current principal database. 
 The partner that owns the mirror role is known as the mirror server, and its copy of the database is

the current mirror database. 
 Database mirroring involves redoing every insert, update, and delete operation that occurs on the

principal database onto the mirror database as quickly as possible. 
 Redoing is accomplished by sending a stream of active transaction log records to the mirror

server, which applies log records to the mirror database, in sequence, as quickly as possible.
 Unlike replication, which works at the logical level, database mirroring works at the level of the

physical log record.

Principal Server:

 In database mirroring, the partner whose database is currently the principal database.

Mirror Server:

 In  a  database  mirroring  configuration,  the  server  instance  on  which  the  mirror  database

resides.



 Principal Database:

 In database mirroring, a read-write database whose transaction log records are applied to a

read-only copy of the database (a mirror database).

Mirror Database:

 The copy of the database that is typically fully synchronized with the principal database.

Witness:

 For use only with high-availability mode, an optional instance of SQL Server that enables the

mirror server to recognize when to initiate an automatic failover. 
 Unlike  the  two  failover  partners,  the  witness  does  not  serve  the  database.  Supporting

automatic failover is the only role of the witness.

Mirroring Session:

 The relationship that occurs during database mirroring among the principal server, mirror server, and

witness server (if present).
 After a mirroring session starts or resumes, the process by which log records of the principal database

that have accumulated on the principal server are sent to the mirror server, which writes these log
records to disk as quickly as possible to catch up with the principal server.

Transaction Safety:

 A mirroring-specific  database  property that  determines  whether  a  database  mirroring  session

operates synchronously or asynchronously. 
 There are two safety levels: FULL and OFF.

States of Mirroring:

 During a database mirroring session,  the  mirrored database is  always in  a  specific  state  (the

mirroring state).
 SYNCHRONIZING 
 SYNCHRONIZED 
 SUSPENDED
 PENDING_FAILOVER
 DISCONNECTED 
 CONNECTED

 During a database mirroring session,  the  mirrored database is  always in  a  specific  state  (the

mirroring state).
 Throughout a database mirroring session, the server instances monitor each other. 
 The  partners  use  the  mirroring  state  to  monitor  the  database.  With  the  exception  of  the

PENDING_FAILOVER state, the principal and mirror database are always in the same state. 
 If a witness is set for the session, each of the partners monitors the witness using its connection

state (CONNECTED or DISCONNECTED). 



Operating Modes:

 A database mirroring session runs with either synchronous or asynchronous operation. 
 High Availability (Synchronous)
 High Protection (Synchronous)
 High Performance (Asynchronous)

 Under asynchronous operation, the transactions commit without waiting for the mirror server to

write the log to disk, which maximizes performance. 
 Under synchronous operation, a transaction is committed on both partners,  but  at the cost  of

increased transaction latency.
 There are two mirroring operating modes. 
 One of them, high-safety mode supports synchronous operation. Under high-safety mode, when a

session  starts,  the  mirror  server  synchronizes  the  mirror  database  together  with  the  principal
database  as  quickly as  possible.  As soon as  the  databases  are  synchronized,  a  transaction  is
committed on both partners.

 The second operating mode,  high-performance mode,  runs asynchronously. The mirror server

tries to keep up with the log records sent by the principal server. 
 The mirror database might lag somewhat behind the principal database. However, typically, the

gap between the databases is small.  However, the gap can become significant if the principal
server is under a heavy work load or the system of the mirror server is overloaded.

 In high-performance mode, as soon as the principal server sends a log record to the mirror server,

the principal server sends a confirmation to the client. 
 It does not wait for an acknowledgement from the mirror server. This means that transactions

commit without waiting for the mirror server to write the log to disk. 
 Such  asynchronous  operation  enables  the  principal  server  to  run  with  minimum transaction

latency, at the potential risk of some data loss.
 High-safety mode with automatic failover requires a third server instance, known as a witness.

Unlike the two partners, the witness does not serve the database. 
 The witness  supports  automatic  failover  by verifying  whether  the  principal  server  is  up  and

functioning. 
 The  witness  server  initiates  automatic  failover  only  if  the  mirror  and  the  witness  remain

connected to each other after both have been disconnected from the principal server. 



Prerequisites for Database Mirroring

 Database recovery model should be FULL.
 Enable the protocols (TCP exclusively) at both Principal, Mirror and Witness servers.
 Principal, Mirror and Witness should exist in separate instances.
 Endpoints should be created for all partners and the witness
 Database names should be same both on Principal and Mirror.
 Manual  initialization  has  to  be  done  by restoring  a  Full  Backup of  principal  on  mirror  and

additionally transaction log backups as well.
 Mirror should be restored with NO RECOVERY.
 Hardware configurations preferably should be the same (Witness can be a low end server).
 Firewall/Antivirus should not block the TCP port number for mirroring i.e. 5022.
 TCP 5022 port telnet has to be verified.
 If encryption is enabled on Principal the same should be followed on Mirror. Both Principal and

Mirror should use same Encryption methodology (algorithm).
 If SQL Server 2005 instance is used and if it is RTM then enable 1400 trace.

Difference between Log Shipping and Mirroring



Log Shipping Mirroring
Manual Failover Automatic and Manual Failover
Multiple Standby is possible Only one standby (Mirror)
Log  backups  are  transferred  from  Primary  to
standby

Log  Records  are  transferred  from  Principal  to
Mirror

Full and Bulk Logged Recovery Model mandatory Full Recovery Model mandatory
Is completely dependent on Agent No Agent required
Latency is bit more Little less latency when compared to LS
Standby and Restoring states possible Only Restoring state
Low cost solution Expensive Solution Mirroring
To read standby use standby mode To read Mirror create database snapshot
To read standby use standby mode To read Mirror create database snapshot

Restore job will do auto resynchronization
Auto Resynchronization if Mirror/Principal comes
back

Status  of  LS  can  be  monitored  through  Tables/
Reports

Auto Resynchronization if Mirror/Principal comes
back

DB  Names  need  not  be  same  in  Primary  and
Standby DB Name MUST be same
Log backup compression will improve performance
of LS

Log Stream compression improves performance of
Mirroring


